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1

Important Notices

This guide provides specific instructions for hosting the RTS RVOC Engine on Amazon Web Services.
The AWS resources you set up will only be suitable for running the RVOC Engine. If you need to host
multiple applications within the AWS account, please consult a cloud expert to ensure compatibility
between the different applications. Your organization may require additional security measures that
this datasheet does not cover. Always involve your security team before making cloud deployments.
This manual guides you through setting up an AWS account. It is designed for users who are new to
AWS and provides step-by-step instructions for configuring both the RVOC Engine standard and the
RVOC Engine High Availability.
Before you begin, you must have:
- AWS account with administrator rights
- VPC
- One public subnet
- One private subnet NAT Gateway/internet connectivity
- At least 2 Elastic IP addresses, available for a non-high available system (Note, this may require
an AWS service limit resource increase)
—  AWS S3 bucket hosting the software packages
- (Option) Email sending service (AWS SES or any other SMTP compatible service)
For any questions related to configuring your AWS account or AWS services, please contact AWS
support. RTS Intercoms support can only assist you with the RVOC Engine application.

2025-07 | 01 |

AWS Prerequisite Guide Bosch Security Systems, LLC



RTS RVOC Engine Sign up for an AWS account | en 5

2 Sign up for an AWS account

If you do not have an AWS account, complete the following steps:

1.  Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.
Part of the sign-up procedure involves receiving a phone call and entering a verification code via

the telephone.

Notice!
When you sign up for an AWS account, an AWS account root user is created. The root user has

access to all AWS services and resources in the account. As a security best practice, assign
administrative access to a user. Use the root user only to perform tasks that require root user access.

AWS sends you a confirmation email after the sign-up process is complete.
You can view your current account activity and manage your account by going to https:/

aws.amazon.com/ and choosing My Account.
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VPC setup

Introduction to VPCs

A VPC is a virtual network dedicated to your AWS account. It logically isolates your network from
other virtual networks in the AWS cloud. You can think of it as your own private space within AWS,
where you can launch AWS resources like EC2 instances or, in our case, an RVOC Engine.

Key Concepts

—  Subnet - A range of IP addresses in your VPC. Subnets can be public or private.

- Public Subnet - A subnet whose resources can be accessed from the internet.

- Private Subnet - A subnet whose resources cannot be accessed directly from the internet.

- NAT Gateway - A Network Address Translation (NAT) gateway enables instances in a private
subnet to connect to the internet or other AWS services, but prevents the internet from initiating
a connection with those instances.

—  Availability Zone (AZ) - Distinct locations within an AWS region that are engineered to be
isolated from failures in other Availability Zones.

3.1 VPC costs
While Amazon VPC provides the foundational networking infrastructure for your cloud intercom
system at no additional charge, it is important to understand the cost implications of various VPC
components and features.
Notice!
The following list only focuses on the VPC components deployed within this guide. There are others
that are not listed here.
Free components —  VPC Creation and Management: Creating and maintaining VPCs incurs
no cost
—  Subnets: Subnets within your VPC are free to create and manage
- Route Tables: Custom routing configurations within your VPC
- Security Groups and NACLs: Firewall and access control features
— Internet Gateways: Components enabling internet connectivity
- Gateway endpoints: For S3
Paid components NAT Gateways
- Hourly charges
- Data processing
Inter-AZ data transfer:
- Data processing
Data egress (internet out):
- Data processing
For current pricing, see https://aws.amazon.com/pricing/.
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3.2

3.3

Determine your IP address ranges

The resources in your VPC communicate with each other and with other resources over the internet
using IP addresses. When you create VPCs and subnets, you can select their IP address ranges.
When you deploy resources in a subnet, such as EC2 instances, they receive IP addresses from the IP
address range of the subnet. For more information, see IP_addressing for your VPCs and subnets.
IMPORTANT: RVOC Engine deployments require at least 27 subnets (this includes room for future
updates of the product).

Example:

VPC CIDR: 10.10.0.0/23

- provides 512 total IP addresses

- Sufficient space to contain your required subnets with room for expansion
Public Subnet: 10.10.0.0/27

- Provides 32 IP addresses (30 usable)

- Available range: 10.10.0.0 - 10.10.0.31

- UsableIPs: 10.10.0.1 - 10.10.0.30

- Reserved: 10.10.0.0 (network), 10.10.0.31 (broadcast)

- Purpose: Internet-facing components, load balancers, NAT gateways
Private Subnet: 10.10.0.32/27

- Provides 32 IP addresses (30 usable)

—  Available range: 10.10.0.32 - 10.10.0.63

—  Usable IPs: 10.10.0.33 - 10.10.0.62

- Reserved: 10.10.0.32 (network), 10.10.0.63 (broadcast)

- Purpose: Backend services, databases, internal components

Select your availability zones

An AWS Region is a physical location where we cluster data centers, known as Availability Zones.
Each Availability Zone has independent power, cooling, and physical security, with redundant power,
networking, and connectivity. The Availability Zones in a region are physically separated by a
meaningful distance, and interconnected through high-bandwidth, low-latency networking.

Select the region that has the lowest geographical distance from your physical location to minimize
latency and improve application responsiveness; available regions can be found at https://www.aws-

services.info/regions.html.

RVOC Standard deployment
An RVOC Standard deployment only requires a single Availability Zone to be selected.

RVOC High Availability deployment
An RVOC High Availability deployment requires two Availability Zones within the same region to be
selected.

Example:

For your production facility in Washington DC, you'll want to select an AWS region that provides the
lowest latency and highest reliability for your cloud intercom system.

Recommended AWS Region: US East (N. Virginia) - us-east-1

This is the ideal choice for your Washington DC location because:

- It's physically the closest AWS region to Washington DC (approximately 90 miles away)

—  The minimal geographic distance will provide the lowest possible latency

- This proximity ensures voice communications remain clear with minimal delay

—  The N. Virginia region has extensive connectivity options to the DC metro area
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34 Standard mode VPC setup

This section covers setting up a VPC with one public and one private subnet in the same Availability
Zone using the VPC Wizard.

Notice!

For high availability deployments, go to the next section.

1. Logintothe AWS Management Console.
2. Navigate to the VPC service and the planned region.

aws Q. Search [option+s] | B B @ @& United States (N. Virginia) ¥ AWSAdministratorAccess/det2buv@keen.tech ¥

Glvec @ec2 B sz @ aricateway B9 CloudFormation @) CloudFront & Cloudwatch &) Systems Manager

=) ®

VPC dashboard < Create VPC Launch EC2 Instances Service Health
£C2 Global View [ Note: Your Instances will launch in the United States region. View complete service health
details [2
Filter by VPC: v Resources by Region C Refresh Resources —

You are using the following Amazon VPC resources
¥ Virtual private cloud

3. Select Create VPC.
Choose VPC and more.

5.  Configure the VPC with a name, CIDR block (IP range), 1 Availability Zone, 1 Public Subnet and 1
Private Subnet.

Settinas
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VPC settings

Resources to create Info
Create only the VPC resource ar the VPC and other networking resources.

) VPC only [ © VPC and more ]

Name tag auto-generation Infe

Enter a value for the Name tag. This value will be used to auto-generate Name
tags for all resources in the VPL

Auto-generate

IPv4 CIDR block Infa
Determine the starting IP and the size of your VPC using CIDR notation,

10.10.0.0/23 ZIP:

CIDR block size must be between f16 and f28.

IPvE CIDR block Info
© No IPvE CIDR block
() Amazon-provided IPvG CIDR block

Tenancy Infae

Default v

Wumber of Availability Zones (AZs) Info

Choose the number of AZs in which to provision subnets. We recommend at
least two AZs for high availability.

1 &P s

» Customize AZs

Mumber of public subnets Info

The number of public subnets to add to your VPC, Use public subnets for web
applications that need to be publicly accessible over the internet.

o &

Mumber of private subnets Info

The number of private subnets to add to your VPC. Use private subnets to
secure backend resources that don't need public access,

o EP a
¥ Customize subnets CIDR blocks

6. Review the subnet allocations to ensure they match your planning.
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vV W <
¥ Customize subnets CIDR blocks

Public subnet CIDR block in us-east-1a

‘ 10.10.0.0/27 ‘

Private subnet CIDR block in us-east-1a

‘ 10.10.1.32/27 ‘

NAT gateways ($) Info
7. Create 1 NAT Gateway and the S3 VPC Endpoint.

NAT gateways ($) Info

Choose the number of Availability Zones (AZs) in which to create NAT gateways.
Note that there is a charge for each NAT gateway

. None | In1AZ IM}

VPC endpoints Info

Endpoints can help reduce NAT gateway charges and improve security by
accessing S3 directly from the VPC. By default, full access policy is used. You can
customize this policy at any time.

{:' None |@XXBILLL \:}

DNS options Info
Enable DNS hostnames
Enable DNS resolution

Notice!
@ Without internet connectivity the intercom will not be installed correctly!

8. Review and create the VPC.
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= VPC > YourVPCs > Create VPC > Create VPCresources

Create VPC workflow

) Wait for NAT Gateways to activate

70%

¥ Details

@) Create VPC: vpc-0663baad40b7b90ef [2

@ Enable DNS hostnames

(® Enable DNS resolution

@ Verifying VPC creation: vpc-0663baad40b7b90ef [2
@ Create S3 endpoint: vpce-0706356565341cbef [2

@ Create subnet: subnet-Odfefde14f9c2a344 [2

@ Create subnet: subnet-0e15646bb01566263 [2

@) Create internet gateway: igw-093fe9460258d24e5 [2
@ Attach internet gateway to the VPC

@ Create route table: rth-0353df619ff2124b1 [2

@ Create route

@ Associate route table

@ Allocate elastic IP: eipalloc-0ff71477fb805572d [2
@ Create NAT gateway: nat-0fc983e8e775a9667 [

@ Wait for NAT Gateways to activate

@) Create route table

@) Create route

@) Associate route table

@ Verifying route table creation

@) Associate 53 endpoint with private subnet route tables: vpce-0706356565341cbef [2

9.  Wait for your VPC workflow to complete.
Your VPC is now ready for use with an RVOC Engine

Notice!
The VPC will incur costs (even when not used) due to the resources created.

3.5 High Availability mode VPC setup

This section covers setting up a VPC with two public and two private subnets across two different
Availability Zones using the VPC wizard

1. Logintothe AWS Management Console.

2. Navigate to the VPC service and the planned region.

[Option+S] Q (©] S United States (N. Virginia) v AWSAdministratorAccess/det2buv@keen.tech ¥

Glvec [@lecz @ ss [) APl Gateway B8] cloudFormation @) cloudFront & cloudwatch &) systems Manager

£C2 Global View [2 Note: Your Instances will launch in the United States region. View complete service health
— details [2
| Fitter by vPC: v | Resources by Region C Refresh Resources *

You are using the following Amazon VPC resources
¥ Virtual private cloud

3. Select Create VPC.
4. Choose VPC and more.

Settinas
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VPC settings

Resources to create Info
Create only the VPC resource ar the VPC and other networking resources.

[} VPC only [ © vPC and more ]

MName tag auto-generation Infe

Enter a value for the Name tag. This value will be used to auto-generate Name
tags for all resources in the VPC

[ Auto-generate

IPv4 CIDR block Info
Determine the starting IP and the size of your VP using CIDR notation,

10.10.0.0/23

CIDR block size must be between f16 and /28,

IPvE CIDR block Info
© No IPvE CIDR block
() Amazon-provided IPvG CIDR block

Tenancy Info

Default v

Wumber of Availability Zones (AZs) Info

Choase the number of AZs in which to provision subnets. We recommend at
least two AZs for high availability.

1 EP 3

» Customize AZs

Mumber of public subnets Info

The number of public subnets to add to your VPC, Use public subnets for web
applications that need to be publicly accessible over the internet.

o &

Mumber of private subnets Info

The number of private subnets to add to your VPC. Use private subnets to
secure backend resources that don't need public access.

o EP a
¥ Customize subnets CIDR blocks

5. Configure the VPC with a name, CIDR block (IP range), 2 Availability Zones, 2 Public Subnets
and 2 Private Subnets.
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6. Review the subnet allocations to ensure they match your planning.

¥ Customize subnets CIDR blocks

Public subnet CIDR block in us-east-1a

‘ 10.10.0.0/27 ‘

Public subnet CIDR block in us-east-1b

‘ 10.10.0.32/27 ‘

Private subnet CIDR block in us-east-1a

10.10.1.0/27

Private subnet CIDR block in us-east-1b

10.10.1.32/27

7. Create 2 NAT Gateways (1 per AZ) and the S3 VPC Endpoint.

NAT gateways ($) Info

Choose the number of Availability Zones (AZs) in which to create NAT gateways.
Note that there is a charge for each NAT gateway

{:' None | In1AZ Im21

VPC endpoints Info

Endpoints can help reduce NAT gateway charges and improve security by
accessing S3 directly from the VPC. By default, full access policy is used. You can
customize this policy at any time.

{:' None |@FXLCI G \:}

DNS options Info
Enable DNS hostnames
Enable DNS resolution

» Additional tags
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Notice!
Without internet connectivity the intercom will not be installed correctly.

Review and create the VPC.

VPC » YourVPCs » Create VPC » Create VPC resources

Create VPC workflow

) Wait for NAT Gateways to activate

¥ Details

@ Create VPC: vpc-0663baa440b7b90ef [3

(@ Enable DNS hostnames

(@ Enable DNS resolution

@ Verifying VPC creation: vpc-0663baa440b7b90ef [2
@ Create S3 endpoint: vpce-0706356565341cbef [2

@ Create subnet: subnet-Odfefde14f9c2a344 [

@ Create subnet: subnet-0e15646bb01566263 [2

@ Create internet gateway: igw-093fe9460258d24e5 [2
@ Attach internet gateway to the VPC

@ Create route table: rth-0353df619ff2124b1 [2

@ Create route

(@ Associate route table

®@ Allocate elastic IP: eipalloc-0ff71477fb805572d [2
(@ Create NAT gateway: nat-0fc983e8e775a9667 [2

@ Wait for NAT Gateways to activate

@ Create route table

@ Create route

@ Associate route table

(@ Verifying route table creation

@ Associate S3 endpoint with private subnet route tables: vpce-0706356565341chef [2

Wait for your VPC workflow to complete.
Your VPC Is now ready for use with an RVOC Engine

70%

Notice!
The VPC will incur costs (even when not used) due to the resources created.

2025-07 | 01 |
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4

4.1

(Optional) Amazon SES

Amazon Simple Email Service (SES) provides a reliable, cost-effective email solution that will enhance
the user experience of the RVOC Engine with critical notification capabilities:

1. System Notifications

- Alert administrators about intercom system status changes

2. User Management

—  Send welcome emails during user onboarding

- Send password reset notifications

In this section we show how to setup Amazon SES with Domain ownership through Route53. Other
configurations are possible, please see the Amazon SES documentation for other options.

Set up Amazon SES with domain authentication

1. Navigate to the Amazon Simple Email Service in the region in which you want to deploy the
intercom.

Gvec @z @ APi Gateway 8] Clouat

@ Tiered pricing for Virtual Deliverability Manager (VDM)
Get lower charges per message as your usage scales up, see the SES pricing page [2 for more details.

AmaZOﬂ SES Start using Amazon Simple
. . Email Servi
Highly-scalable inbound and outbound i service
R . Get started with SES by verifying an
email service email address and sending domain so

that you can start sending email
Amazon e (SES)isa through SES.

Get started

Pricing

2. Click the Menu icon in the right navigation, and navigate to Configuration Identities.

e/\mnmnS[S Configuration: Identities o o

Amazon SES < @ Tiered pricing for Virtual Deliverability Manager (VDM) X
Get lower charges per message as your usage scales up, see the SES pricing page 2 for more details.
Get set up
Account dashboard Identities
Reputation metrics The Identities pane lists your domains, subdomains, and email address identities. All identities must be verified before you use them to send email in Amazon SES. Learn more [ The Recommendations pane lists high-impact email authentication
SMTP settings issues found for the identities you select and check for recommendations. Learn more [2
What's new New
- Lastupdated :
. Identities (0) o e © ck for recommendati nd test email Create identity
v Configuration ust now

Identities Q search all identities 1 ]
Configuration sets

Identit v | identity type v | identity status v
Dedicated IPs 4 y typs y
Global endpoints

No identities
Email templates
No identities to display.

Suppression list

Email receiving
¥ Virtual Deliverability Manager

Overview Recommendations (0) info
To see hiah-impact recommendations. select up to 10 identities in the list above and choose Check for recommendations. If vou implement a provided solution, refresh the table by selectina Check for recommendations to ensure it's no lonaer

3.  Click Create Identity.

4.  Click Domain and provide the domain you want to use to send emails from.

- In this example, we configure SES to send emails from
“something”@guide.mail.cloud.rtsintercoms.com, in the same AWS account a Route53
hosted zone exists for mail.cloud.rtsintercoms.com.

Bosch Security Systems, LLC AWS Prerequisite Guide 2025-07 |01 |
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Amazon SES > Configuration: Identities > Create identity

Create identity

An identity i a domain, subdomain, or email address you use to send email through Amazon SES. Identity verification at the domain level extends to all email addresses under one verified domain identity.

Identity details o

Identity type
O Domain Email address
o verify ownership of a domain, you must have access to its DNS settings to add the necessary records. To verify ownership of an email address, you must have access to ts inbox to open the verification email.
Domain
guide.mailcloud.rtsintercoms.com
Domain name can contain up to 253 alphanumeric characters
Assign a default configuration set
Enabling this option ensures that the assigned configuration set s applied to messages sent from this dentity by default whenever a configuration set sn't specified at the time of sending.
Use a custom MAIL FROM domain
Configuring a custom MAIL FROM domain for messages sent from thi identity enables the MAIL FROM address to align with the From address. Domain alignment must be achieved i rder to be DMARC compliant.

Verifying your domain

DKIM-based domain verification
Domainks (DKIM) is an email
and that receiving mail fthenticity. You
verification process

method that Amazon SES uses to verify domain ownership
as part of the domain

Configuring DKIM

Following identity creation, Amazon SES will provide a set of DNS records. These records must be published to your
domain's DNS server in order ¥ i of your domain. For more i

see Verifying a domain with Amazon SES [2.

@ If your domain s registered with Amazon Route 53, Amazon SES will ically upd: d
DN records to Route53 i the Easy DKIM selection.

necessary records. i y expanding the Advanced 'd unchecking Publish }

5. Scroll down and select Easy DKIM.
Use all default settings as below:

Verifying your domain

DKIM-based domain verification

DomainKeys Identified Mail (DKIM) is an email authentication method that Amazon SES uses to verify domain ownership
and that receiving mail servers use to validate email authenticity. You must configure DKIM as part of the domain
verification process,

Configuring DKIM
Following identity creation, Amazon SES will provide a set of DNS records. These records must be published to your
domain's DNS server in order to successfully configure DKIM and verify ownership of your domain. For more information,
see Verifying a domain with Amazon SES [2.

@ If your domain is registered with Amazon Route 53, Amazon SES will automatically update your domain’s DNS server with the necessary records. This can be disabled by expanding the Advanced DKIM settings and unchecking Publish
DNS records to Route53 in the Easy DKIM selection.

v Advanced DKIM settings

Identity type

() Provide DKIM authentication token (BYODKIM)
Configure DKIM for this domain by providing your own private key.

() Deterministic Easy DKIM
Utilize the Easy DKIM setup from a parent region and sign the new identity without
additional DN setup.

© Easy DKIM
To set up Easy DKIM, you have to modify the DNS settings for your domain.

DKIM signing key length
Signing key length is bits required in sign-in algorithm. DKIM 2048 is the recommended way to enhance security.
© RSA_2048_BIT

() RSA_1024_BIT

Publish DNS records to Route53
Amazon SES will automatically publish the required CNAME records to your domain's DNS settings in RouteS3 if your domain is registered.

Enabled

DKIM signatures.
DKIM signatures help validate that a message was not forged or altered in transit. Disabling this feature is not recommended.

Enabled

6. Click Create Identity.

—  Amazon SES automatically creates the required DNS entries in Route53. Validate whether
the entries are created by Navigating to Route53, opening the hosted zone which is
registered, look for “domainkey”. Amazon SES should have created at least 3 entries:

=M mail.cloud.rtsintercoms.com i

» Hosted zone details

Records (5)  DNSSECsigning  Hosted zone tags (0)

Records (5) info (
Automatic mode is the current search behavior optimized for best filter results. To change modes go to settings.

[Q Filter records by property or value ] 3 matches [ Type ¥ ] [Routmg 2 4 ] [Almx v ] 3 matches
((domainkey [X] (ctearfitters )
[0 | Record name v | Type v | Routin.. v | Differ.. ¥ | Alias v | Value/Route traffic to v | TG ¥
m] @ y qpc._domail ide.mail.cloud.rtsi CNAME simple - No cmstzigemycrafugffepn7y7v... 1800
(m] L mail.cloud m CNAME simple - No gx6ntfnl3hbh6agipgxcubyo... 1800
m} _ mail.cloud CNAME simple - No swijgs6skzlisrdhSige2rafsapg... 1800

—  Amazon SES shows the created identity as “Verification Pending”, wait until the |dentity
Status moves to Verified. This can take up to 2 hours. In case the identity does not go to
“Verified”, contact your cloud administrator or AWS Support.
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Identities
The Identities pane lists your domains, subdomains, and email address identities. All identities must be verified before you use them to send email in Amazon SES. Learn more [3. The Recommendations pane lists high-impact email authentication
issues found for the identities you select and check for recommendations. Learn more

Identities (1) info ““J‘:"i“":‘:‘: @ Check for recommendations Send test email Delete Create identity
Q Search all identities 1 @
Identity v | identity type v | Identity status v
guide.mail.cloud.rtsintercoms.com Domain @ Verification pending

—  Amazon SES initially places all new accounts in a "sandbox" environment with significant
limitations. Once your domain is verified you must request production access.
7. Navigate to SES console | Account dashboard | Production Access.
8. Complete the request form with:
—  Select: Transactional
- Reason: We have installed RVOC Engine (see https://rtsintercoms.com/rvoc). RVOC Engine
uses Amazon SES to send invitation emails to users which are added through a manual
sign-up process as well as password reset request.
9. Production approval typically processes within 24-48 hours.
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5 Amazon EC2 - Elastic IP

A standard deployment requires 2 public IP addresses (1 for Intercom, 1 for Turn server), a high-

available deployment requires 4 addresses (2 for Intercom, 2 for Turn Server, 2 for Global Accelerator).
Additional Elastic IP addresses are required for your VPC Setup (1 IP for a single AZ VPC, at least 2

IP’s for a multi AZ VPC).

Notice!

By default only 5 elastic IP’s are available per AWS account / region, additional Elastic IP’s require a

service quota increase.

1. Navigate to the Service Quota service in the region in which you require the additional addresses.

Q_Service qoutag

Services

© couso

CloudFor

Stacks
Stack detd 9
Drifts Marketplace

StackSets. Blog posts

Tutorials

Export
ports Events

AWS services

Service Quotas <

Dashboard (aeat X ) s matches

AWS services .
Service
Quota request history

i Amazon EC2 Auto Scaling
¥ Organization

Quota request template Amazon Elastic Compute Cloud (Amazon EC2)
EC2 Fast Launch
EC2 Image Builder

EC2 VM Import/Export

3.  Lookup the EC2-VPC Elastic IPs quota:

@ Amazon Elastic Compute Cloud (Amazon EC2) [2

| status
(© CREATE_IN_PROGRESS
® CREATE_IN_PROGRESS

(® CREATELIN_PROGRESS

®B &4 0 @

Amazon Elastic Compute Cloud (EC2) provides resizable compute capacity through virtual machines (VM's or instances) in the cloud.

Service quotas info

View your applied quota values, default quota values, and request quota increases for quotas. Learn more [2

[ Q. elastic X ] 1 match
Quota name A Applied account-level quota value v AWS default quota value
O EC2-VPCElastic IPs 5 5

South America (S30 Paulo) ¥ AWSAdministratorAccess/det2buv@keen.tec

GomeD @

]

Detailed status Status reason

Resource creation Initiated
Resource creation Initiated

Resource creation Initiated

South America (S30 Paulo) v AWSAdminist

Request increase at account level

1 @

Utilization v Adjustability v

Not available Account level

4. Select the quota and request an increase at account level. A typical good number to request for
RVOC high availability deployments is 10 (including your NAT gateway IP’s).
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EC2) > EC2-VPCElasticIPs ® °

Service Quotas < EC2-VPC Elastic IPs

Dashboard
AWS services Details
Quota request history Description
The maximum number of Elastic IP addresses that you can allocate for EC2-VPC in this Region.
v Organization

i Quota code Quota ARN
Quota request template 02630045 pa
Utilization Applied account-level quota value AWS default quota value Adjustability
Notavailable 5 s Account level

Request history  Tags

Recent quota increase requests

Request date v | stats v | Requested quota value Requested for

No requests found

5. Depending on your level of support the service quota increase may take anywhere between 30
minutes and 2 days.
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6 Download the installer package

Before you can create RVOC Engine, you must download the installer package from RVOC Elevate at
https://cloud.rtsintercoms.com.

1. Open RVOC Elevate.

2.  Navigate to Downloads.

RTS RVOC Elevate

Home

Licer

Request license

Cost calculator Version: 1.0.0 2025-01-24 10:02

Downloads

v

Dowriasd

Initial release for RTS Intercoms Cloud

Documentation New features:
+ RTS Intercoms Cloud - Single Instance Stack

3. Select Single from the drop down menu.

4.  Click the Download icon.
The system sends the installer package to your computer.

Package contents:

- Intercom-core-single.json - This template file is used with the AWS CloudFormation service. It
provides the details of the AWS infrastructure as shown in RTS template.
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7

Amazon S3 bucket

RVOC Engine requires a bucket to be created which hosts the RVOC engine software.

Notice!
Amazon S3 is a global service, to decrease latency it is advised to create the S3 bucket in the same
region as you are planning to deploy the RVOC engine.

To create a bucket and upload the RVOC Engine software follow the following steps:
1. Select the region in which you are planning to deploy the RVOC Engine.

2. Navigate to the Amazon S3 service.

3. Click Create Bucket.

aws

@ vec @ec2

eAmmnss © 8 06

Amazon S3 <

» Account snapshot - updated every 24 hours

General purpose buckets
pure Storage lens provides visibility into storage usage and activity trends. Metrics don't include directory buckets. Learn more [2

Directory buckets
Table buckets
Access Grants General purpose buckets  Directory buckets
Access Points -

Object Lambda Access Points General purpose buckets (52) e @ B Copy ARN Empty Delet Create bucket
Multi-Ragion Access Polntx Buckets are containers for data stored in 53
Batch Operations

" Q find buckets by name 1 ®
1AM Access Analyzer for 53

Name & | AWSRegion v | 1AM Access Analyzer | creation date v

4.  Provide a name for the Amazon S3 bucket.
The name has to be globally unique, note that creation will fail when the name is already in use.

= AmazonS3 > Buckets > Create bucket

Create bucket i

Buckets are containers for data stored in S3.

General configuration

AWS Region
South America (3o Paulo) sa-east-1

Bucket name  Info

[ ‘rvoc-engine-manual

Bucket names must be 3 to 63 characters and unique within the global namespace. Bucket names must also begin and end with a letter or number. Valid characters are a-z, 0-9, periods (), and hyphens (). Learn More [2

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket

Format: s3://bucket/prefix

Object Ownership info

Control ownership of objects written to this bucket from other AWS accounts and the use of access control lists (ACLS). Object ownership determines who can specify access to objects.

[ © ACLs disabled (recommended) ACLs enabled

All objects in this bucket are owned by this account. Access to this bucket and its objects is specified using only policies Objects in this bucket can be owned by other AWS accounts. Access to this bucket and its objects can be specified using ACLS.

Object Ownership
Bucket owner enforced

5. Keep all settings defaults, scroll down and click Create Bucket.
When creation fails because the bucket name already exists, change the name and try again.

Default encryption info
Server-side encryption is automatically applied to new objects stored in this bucket.
Encryption type | Info
© Server-side encryption with Amazon 53 managed keys (SSE-53)
Server-si yption with AWS Key ice keys (SSE-KMS)

Dual-ayer server-si ption with AWS Key ice keys (DSSE-KMS)
Secure your objects with two separate layers of encryption. For detais on pricing, see DSSE-KMS pricing on the Storage tab of the Amazon 3 pricing page. [

Bucket Key
Using an 53 Bucket Key for SSE-KMS reduces encryption costs by lowering calls to AWS KMS. 53 Bucket Keys arent supported for DSSE-KMS. Learn more [

Disable
O enable

» Advanced settings

[ @ After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket settings. ]

Cancel Create bucket

6. Navigate to the newly created bucket and drag and drop the installer files (RVOC-Intercom-
arm64.latest.deb / RVOC-Intercom-arm64.latest.deb.sig or RVOC-Intercom-ha-
arm64.latest.deb / RVOC-Intercom-ha-arm64.latest.deb.sig) into the bucket:
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& cloudrormation

= AmazonS3 > Buckets > rvoc-engine-manual > Upload

Upload i

Add the files and folders you want to upload to 3. To upload a file larger than 160GB, use the AWS CLI, AWS SDKs or Amazon S3 REST AP. Learn more (2

Drag and drop files and folders you want to upload here, or choose Add files or Add folder.

Files and folders (2 total, 9.7 MB)
Al files and folders in this table will be uploaded.
Q. Find by name
Name v | Folder v | Type
RVOCEngine-Intercom-ha-arm64-latest.deb - -

RVOCEngine-Intercom-ha-arm6d-latest.deb.sig

Destination

$3://rvoc-engine-manual [

» Destination details
Bucket settings that impact new objects stored i the specified destination

» Permissions
Grant public access and access to other AWS accounts,

» Properties
Specify storage class, encryption settings, tags, and more.

7. Review the files to be uploaded files and click upload.

Wait for the upload to successfully complete:

Remove Add files Add folder

v | sie v
97MB
43808
Cancel Upload

@ Upload succeeded

For more information, see the Files and folders table.

Upload: status 3
[ @ After you navigate away from this page, the following information is no longer avalable. ]

Summary

Destination Succeeded Failed

s3://rvoc-engine-manual @ 2 files, 9.7 MB (100.00%) ©o0files, 08 (0%)

Files and folders | Configuration

Files and folders (2 total, 9.7 MB)

Q_ Find by name 1

Name | Folder v | Type v | size v | status v | Eror v

RVOCEngine-Intercom:-ha-armea-ta. - - s7MB @ Succeeded

RVOCEngine-Intercom-ha-armea-ta - - 43808 @ succeeded
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8 Delete your VPC

When you've completed your work with a Virtual Private Cloud (VPC), deleting it is an important
clean-up step to avoid unnecessary charges and maintain good resource hygiene. This deletion
process should only be performed after your deployment work is finished, not as a prerequisite before
starting new work. You should retain your VPC throughout the active development and deployment
phases, then delete it once you no longer need the associated resources and networking
infrastructure.

Notice!
Do not perform the deletion while RVOC is in use.

To delete all resources perform the following steps:
1. Logintothe AWS Management Console.
2. Navigate to the VPC service and the planned region.

aws | 2 | Q Search [Option+S] L @ @ | UunitedStates (N. Virginia) ¥ AWSAdministratorAccess/det2buv@keen.tech ¥

Glvec Blec2 ) s3 [ apiGateway B CloudFormation @) CloudFront @ Cloudwatch  [&§) Systems Manager
(=] ®
VPC dashboard < Create VPC Launch EC2 Instances Service Health

Note: Your Instances will launch in the United States region.

View complete service health

EC2 Global View [2 details [2
etails

| Fitter by vec: v Resources by Region C Refresh Resources
- You are using the following Amazon VPC resources

¥ Virtual private cloud Setti
Settinas

3. Select the NAT Gateway service, locate the NAT gateway created and press delete NAT
gateway.

aws | & | Q search Option+s] | B L @ @3 | UnitedStates(N.Virginia) ¥ AWSAdministratorAccess/det2buv@keen.tech ¥

Glvec @lecz @ s3 [#) apiGateway B8 cloudFormation @) CloudFront  [@) cloudwatch &g systems Manager

e VPC > NAT gateways ® ® §

VPC dashboard < NAT gateways (1/1) o @ Create NAT gateway

Q Find NAT gateways by attribute or tag

Name = nat-public1-us-east-1a Clear filters 1 o)

Name v | NAT gateway ID v | Connecti

EC2 Global View [2

Filter by VPC: v

¥ Virtual private cloud

( (o) nat-public1-us-east-1a nat-0fc983e8e775a9667 Public
Your VPCs

Subnets
Route tables
Internet gateways

Egress-only Internet
gateways

Carrier gateways
DHCP option sets = B = @
Elastic IPs nat-0fc983e8e775a9667 / nat-public1-us-east-1a

Managed prefix lists

Details Secondary IPv4 addresses Monitoring Tags
NAT gateways [R——
Peering connections .
Details
Route servers New
NAT gateway ID Connectivity type State State message

4. Wait for the NAT gateway to be deleted. This will take around 3 minutes.

5. Select the VPC service, locate the VPC created and select actions ->Delete VPC.
A screen might pop-up which says “unable-to-delete”, delete any resources indicated here
manually before retrying the delete operation.

Bosch Security Systems, LLC AWS Prerequisite Guide 2025-07 |01 |



24 en | Delete your VPC RTS RVOC Engine

Delete VPC

® Unable to delete
This VPC cannot be deleted until you complete the following actions.

Name VPCID State
0 vpc 01 vpc-0663baad40b7b90ef @ Available

A The VPC contains one or more in-use network interfaces [2
The following 1 network interfaces must be deleted before this VPC can be deleted:

Name v | Resource ID v | state

eni-079254d0a1bbd2f7d ® Ava

Cancel
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Frequently asked questions

Question

Answer

How to calculate the expected data egress costs
for my RVOC engine?

You can calculate the expected data egress costs
in RVOC elevate. Note, this calculation uses an
estimation of the usages of the different ports.
RVOC engine uses different techniques to limit
the bandwidth usage to the necessary usage.
Enabling VAD on RVON connections will help
here greatly.

Why does an RVOC engine require a public and
private subnet?

RVOC Engine deployments try to comply with
public best practices such as CIS Benchmark
Guidelines for AWS VPC Subnet Architecture.
This recommends network segmentation for
public and private resources, therefore the
Intercom itself is placed in the private network
later, while load balancers are used to disclose
communication paths to the intercom.

How many private IP addresses does my RVOC
engine use?

At a minimum the RVOC engine uses 4 private IP
addresses in the public subnet, and 1 private IP
address in the private subnet.

However:

—  There are different deployment options
which increases the number of IP addresses
in use.

- Depending on the traffic, the load balancers
might scale requiring additional IP
addresses.

What is the effect of the use of AWS Global
Accelerator on my latency?

Note that AWS Global Accelerator is only used
for RVON connections.

AWS advertises that AWS Global Accelerator
improves the network performance for up to
60%, the network improvement you will see will
differ depending on your setup.

Why does RVOC engine require AWS global
accelerator in case of High Availability.

AWS global accelerator provides a single global
static IP to be used for RVON connections. Global
accelerator automatically routes the traffic to the
health and in use availability zone.

How many Elastic IP’s does RVOC require?

A standard deployment requires 2 public IP
addresses (1 for Intercom, 1 for Turn server), a
high-available deployment requires 6 addresses
(2 for Intercom, 2 for Turn Server, 2 for Global
Accelerator).
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Question

Answer

NOTE: By default only 5 elastic IP’s are available
per AWS account/ region, additional Elastic IP’s
require a service quota increase.

Why does SMTP over port 25 not work?

AWS does restrict the usage of port 25 be

default: https://repost.aws/knowledge-center/

ec2-port-25-throttle.
Move to a secure port or request AWS to remove

the restriction.
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